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|. The basic starting point



A system is a whole composed of parts that
Interact with each other. Information, matter,

and energy can flow between parts of a system.
(Wikipedia)

The system can be in different states over time.

The state of the system is a measurable (observable)
quantity Y, which can have several components - it is an element of the space R».

The states of the system over time constitute a random process.

We assume that the state of the system depends on the internal variables (factors)

of the system and usually includes a random component caused by external,
unpredictable influences.



A system is a whole composed of parts that
Interact with each other. Information, matter,

and energy can flow between parts of a system.
(Wikipedia)

The system can be in different states over time.

\‘./
The state of the system is a measurable (observable)
quantity Y, which can have several components - it is an element of the space R».

The states of the system over time constitute a random process.

We assume that the state of the system depends on the internal variables (factors)

of the system and usually includes a random component caused by external,
unpredictable influences.

The behavior of the system is characterized by a random process of its states {Y:}:>o0

System behaviour is usually monitored at discrete moments Y;,,Y;,,...,Y;,,--- C R"

A system "behaves well" when the corresponding process of its states "behaves
well".

* A process behaves well it it is predictable.

* |f the process is predictable, we can find its model.



Everything that can go wrong will go wrong.
[Edward A. Murphy, 1978]

Schnatterly's summary of all the implications:
If something can't go wrong, it will.

(The real life application of the second ,law” of thermodynamics, determining the natural
direction in which natural processes proceed.)



Everything that can go wrong will go wrong.
[Edward A. Murphy, 1978]

Schnatterly's summary of all the implications:
If something can't go wrong, it will.

(The real life application of the second ,law” of thermodynamics, determining the natural
direction in which natural processes proceed.)

Changes to the system will usually
result in a change to the model

= |ts behavior will change and its
predictability will be broken.

British mathematician Augustus De Morgan - . _ .
(pictured circa 1860) wrote in 1866 that British stage magician Nevil Maskelyne wrote in

"whatever can happen will happen". 1908 that, during special occasions, "everything
that can go wrong will go wrong".


https://en.wikipedia.org/wiki/Augustus_De_Morgan
https://en.wikipedia.org/wiki/Nevil_Maskelyne_(magician)

Il. What about it?



If we want to keep the running system under control, we basically have two
options:

off-line detection: consists in finding points of change in "historical’ data. This means
that we have available observations from some period ( O, T ) and we find out whether
one or more changes in the behavior of the process (violation of homogeneity)
occurred in this period.

The most frequently used tools are: maximum likelihood method, Bayesian approach,
simulation, permutation methods and others

To consult the statistician
after an experiment is

finished is often merely to
ask him to conduct
a post mortem

examination.
He can perhaps say what
the experiment died of.




If we want to keep the running system under control, we basically have two
options:

off-line detection: consists in finding points of change in "historical’ data. This means
that we have available observations from some period ( O, T ) and we find out whether
one or more changes in the behavior of the process (violation of homogeneity)

occurred in this period.

The most frequently used tools are: maximum likelihood method, Bayesian approach,
simulation, permutation methods and others
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on-line detection:

Xbar

it is characterized ] . = !
by the fact that the T T T WIS T T T YT
values of the state >FoR oW ¥ " e To® w8

variables are currently arriving in time based on the monitoring ring, and our task is to

detect a change from the previous behavior as soon as possible, if it occurs.
The most commonly used tool is statistical process control (SPC) and control charts




lll. On-line problem



1. Control the system automatically (automatically respond to changes in behavior
and maintain the system in a steady state)

reference) measured | controller system >| System system
error INput output

measured output
SENSOr |




1. Control the system automatically (automatically respond to changes in behavior
and maintain the system in a steady state)

reference) measured | controller system >| System system
error INput output

measured output

SEeNsor |

2. Detect a change in behavior and take action - return the system to an in-control
state.

reference | control signal action system
» chart [~ el —»| operator = — — » System Y
- output

: measured output . .
Lececcececceccece-sscccmes======- inspection |¢-=---




We assume d-dimensional random process X(?), ¢ = 0, which follows some model
X(H)=h(t) + &), t =2 0, where h(?) is d-dimensional real function, generally un-
known, and &(¢) is some d-dimensional centered weak stationary random process.

Then we suppose there exists an unknown time point 7' >0 such that for 7' = ¢ the

process X(?) follows a model X(¢) = g(¢) + w(¢) with some (usually unknown) function
2(?) and some random process y(?).

h(?) is known => ¥Y(¢) = X(¢) — h(t) we can use classical methods (e.g. SPC)



We assume d-dimensional random process X(?), ¢ = 0, which follows some model
X(H)=h(t) + &), t =2 0, where h(?) is d-dimensional real function, generally un-
known, and &(¢) is some d-dimensional centered weak stationary random process.

Then we suppose there exists an unknown time point 7' >0 such that for 7' = ¢ the

process X(?) follows a model X(¢) = g(¢) + w(¢) with some (usually unknown) function
2(?) and some random process y(?).

h(?) is known => ¥Y(¢) = X(¢) — h(t) we can use classical methods (e.g. SPC)

h(?) is unknown => X(7) is nonstationary and we cannot use classical methods

For detection of a change, we need some method for /(7) identification.



3. Monitoring Process and Anomaly (Change) Detection based on machine learning

learning

change validation system
< detectgljon > unit System state
Yy
T new training set
change indicators data pre- datastream .




IV. Entropy-based detection



Entropy based detection

Shanon-based Entropies are data-window and probabilistic based computations
that are widely used for time series analyses.

« Sample Entropy is a signal complexity evaluation algorithm (floating window
based quantification of signal complexity, probability-based approach).

[S. M. Pincus (1991): Approximate entropy as a measure of system complexity. Proc. Nat.
Acad. Sci. U.S.A., 88]

- Entropy Learning is a Shannon-inspired neural network learning algorithm

based on minimizing complexity (entropy) of neural weights in a network.
[Gajowniczek, K.; Ortowski, A.; Zabkowski, T. (2018): Simulation Study on the Application

of the Generalized Entropy Concept in Artificial Neural Networks. Entropy, 20 ]
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that are widely used for time series analyses.

« Sample Entropy is a signal complexity evaluation algorithm (floating window
based quantification of signal complexity, probability-based approach).

[S. M. Pincus (1991): Approximate entropy as a measure of system complexity. Proc. Nat.
Acad. Sci. U.S.A., 88]

- Entropy Learning is a Shannon-inspired neural network learning algorithm

based on minimizing complexity (entropy) of neural weights in a network.
[Gajowniczek, K.; Ortowski, A.; Zabkowski, T. (2018): Simulation Study on the Application
of the Generalized Entropy Concept in Artificial Neural Networks. Entropy, 20 ]

Learning Entropy is a non-Shannon based novelty detection algorithm based on
observation of unusual learning effort of incrementally learning systems. LE is a
relative measure of novelty (information) recognized as unusual learning effort of
pre-trained learning system on individual data samples.

[I. Bukovsky (2013):Learning Entropy: Multiscale Measure for Incremental Learning. Entropy, 15
G. Dohnal, I. Bukovsky (2020): Novelty detection based on learning entropy. ASMBI, 36]



Learning entropy based detection

Apply some adaptive learning system in a form of neural network:

The function j3(r + 0) = fix(¢),w(?)) such that for any time ¢ =z 0 and a given
horizon 6 >0 minimize the error | X(¢r + 0) — f(x(¢),w(¢))| we call a predictor.

For a change detection, we can use as a predictor a neural network based on
so called high order neural unit (HONU):

LNU: y(1) = x()w(?) (linear)
QNU: (1) = xT(O)W(D)x(?) (quadratic)

w(?) is n-dimensional vector of weights (adaptive parameters):

B ~ pOe(t)? static gradient descent
w(t+1)=w() + Aw(), where Aw(t) = ~ S  Hw (GD) algorithm
LNU: Aw(t) = pe(t)x(1)

QNU: AW (t) = pe(t)x(t)x(t)"



Learning entropy based detection

{X(I-M), ..., x(I-1), x(D)} = {w(-M), ..., w(l-1), w(])}
Aw(k) =w(k+1)-wk) = {AwW(-M), ... ,Aw(l-1)}

AWl = 52 D 1Aw(— )

| 1 naA TNy
Learning Entropy: FEa(k) = o 221 ;](|Awi(k)|>aj|Awi(k)|)
Jj=1 1=
where A = (ay,...,a,,) 1S na-dimensional vector of detection sensitivities.

Note: We use Aw(?) for detection rather than prediction error due to its higher
sensitivity.

Until X(?) = h(¢) + &(¢), the predictor learns and {Aw(?)} stabilises (,,settles down*)

After some change, when X(7) = g(¢) + w(?), the process {Aw(?)} starts to oscillate
(the predictor tries to adapt to a new model)

=> the change can be detected using classical methods applied to the process {Aw(?)}.

=> Stability is crucial



Learning entropy based detection - example

For illustration, we use data generated by the process
X(t) =asin*t + bcos®t + ccos’t +dsint + e + £

with parameters a=2, b=-1,c=3,d=-1, e=0 for t z 0 and random
fluctuations & - N(O, 1/3).

X (t)=2sin*t! cost+3cos’t! sint+!, 0" t< 200Q ! # N(0,1/3)

The change is simulated in the time 7 = 2000, from which onwards is
a=0,d=0and e=-0.7.

X(t)="! cost+3cos’t! 0.7+ !, 2000" t, ! # N(0,1/3)

197C 1980 19 2000 2010 2070 2030 2040 2050

{X(9), t = T} is no more h-stationary => {Aw(?)} loses its stationarity



Learning entropy based detection - example
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Learning entropy based detection - example

X (t)=2sin*t! cost+3cos’t! sint+!, 0" t< 2000 ! # N(0,1/3)
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Learning entropy based detection - example

Hotelling’s t-square test:

1) In the Phase I: Observe {x(/-M), ..., x(l-1), x(/)} and compute {w(/-M), ...,
w(l-1), w(])}, evaluate the centroid |Aw(/)| and sample correlation matrix X

2) For k=1[+1, ... evaluate the predictor y(k) = f (x(k-1), w(k-1)) and compute
the Hotelling’s t2-statistics t2 = (| w()|"! w(k)"! " (' w)|"! w(k))

n(M" 1
3121 TnZ,Mllz f\/l n)

I:n,M I'n

Aw,

10.0 -
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Learning entropy based detection - example

Hotelling’s t-square test:
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V. Stability



Stability of learning entropy based detection

We assume d-dimensional random process X(?), ¢ = 0, which follows some model
X(H)=h(t) + &), t =2 0, where h(?) is d-dimensional real function, generally un-
known, and &(¢) is some d-dimensional centered weak stationary random process.

Until X(?) = h(¢) + &(¢), the predictor learns and {Aw(?)} stabilises (,,settles down*)

Then there comes a moment 7> 0 and for ¢ = T the process X(?) follows a new
model X(7) = g(¢) + w(¢) with some (usually unknown) function g(7) and some random
process ().

After the change occurs, the process {Aw(?)} starts to oscillate (the predictor tries
to adapt to a new model)

"B R (¢ +, (& RIRA-21 &R/ #3' #' 8. 3I0BT A2V I4S-6 HSHS #-$4 #
2"1$"/-$%%(78B890/(7&YGB3' #'&.3/0#'02-'0 #3(/ #3' #80/": 1RLO(TVERH (Ve #
(") 4%$'0 £/ H&,'-."9 => Stability of the predictor is crucial



Role of the stability of a weight-update system - example
> #$13 #B5-(0&" #'01" AHIE)(*( +$"#85+12--" B2@H$#-)&1/HK(1L'8GHY%(BM2(+$" tA/-(&" &
)(/( #OFE'2-(%6i2/+*2/DINK BDEK (16'8PHIAH Y% (BAR S TEENL &6 (") #.3($AR H#3808$%$.&A%% $UH80/;09¢
<1&"1'BSYeB ST WXHKBRHLYTZCY S|
One Epoch of GD Adaptation of Recurrent QNU to Predict MacKey-Glass Equation (traning data vs. neural output)

| | | |

_2 | 1 | |
0 50 100 150 200 250 300 350 400
Prediciton Error duning the Epoch of Adaptation
05 | T |
0 WVW\%W
0.5 | i | l |
0 g0 100 150 200 250 300 350 400
Spectral Radius during the Epoch (stability of weight update system at each adaptation step)
04 | | -

02}

1|_/\A/\.~._ A/\AAI\AAIAI\IA/\l

0 50 100 150 200 250 300 350 400

</(TYRH)(*I( +$"BBE12--" #>?DA-BOEBEAIFS, #%HS"&/$-0#3' /(78YBBHY' #
0*'1/-(Y4() & 2053 #'&.3/G2%)(I' 80/ 20&"HI9

[Ivo Bukovsky, Noriasu Homma (2017): An Approach to Stable Gradient Descent Adaptation of Higher-
Order Neural Units. IEEE Trans. on Neural Networks and Learning Systems, vol. 28, no. 9, pp. 2022-2034]
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Role of the stability of a weight-update svstem - example
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[Ivo Bukovsky, Noriasu Homma (2017): An Approach to Stable Gradient Descent Adaptation of Higher-
Order Neural Units. IEEE Trans. on Neural Networks and Learning Systems, vol. 28, no. 9, pp. 2022-2034]
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Role of the stability of a weight-update system - example
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Unstable adaptation (detail of previous bgure): the stability became signi bcantly

violated well before unusually large oscillations and divergence of neural output.

1.05

1

[Ivo Bukovsky, Noriasu Homma (2017): An Approach to Stable Gradient Descent Adaptation of Higher-
Order Neural Units. IEEE Trans. on Neural Networks and Learning Systems, vol. 28, no. 9, pp. 2022-2034]
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Stability of learning entropy based detection

=>7? QB -(%%88"G*(-(;'/- BO&"H#S" Y& (#-13&/'1/2-'#Al_Q? W) #3' #-)&1/$-#
G Y ik +1) = w" (k) - g (x(v, k)

"#3&A (0'RE3' #&;'G,(-&("/ ®©/(/'GO*(1' #™*-'0"/(/&$" #50213080/'; &ZH3' #H%-;U
wk+1)=A(k) - w(k)+B(k) -u(k), k>0, w(ko)=0.

A(" 47 354" RE3(/ B/(T8&Y&B3' # Q20801 #*")0 #"##-$%-/&'0 #5533' #6$14%
(/-&a 558" (;8&10 # ADR3&1BREH3' 5$-:U

A(k) = (I—n(k) - g(x(k)) - g(x(k))")
"HPO&R)*' F,%-)**.()- $%)/.-.0H23MW6)78#+98 PJ<$ 111 1 $$2

[G. Dohnal, I. Bukovsky, P. M. Benes, K. Ichiji and N. Homma (2020): Letter on Convergence of In-
Parameter-Linear Nonlinear Neural Architectures With Gradient Learnings. IEEE Transactions on
Neural Networks and Learning Systems]



Stability of learning entropy based detection
=>? @RA"-(%%8&"G*(-(;'/'- Bo&" #S$"%&" (#-13&/'1/2-'#Al_Q?W) #3' #-)&1/$-#
RS U gk +1) = w” (k) - g (x(v, k))
" #3&A (0'R#3 #&:'G,(-&("/ ®/('GO*(L' #*-'0"/(/&$" #56213080/"; BREH3' 53U
wk+1)=A(k) - w(k)+B(k) -u(k), k>0, w(ko)=0.

A(" 47 354" RE3(/ B/(T8&Y&B3' # Q20801 #*")0 #"##-$%-/&'0 #5533' #6$14%
(/-&a 558" (;8&10 # ADR3&1BREH3' 5$-:U

A(k) = (I —n(k)-gx(k)) - g(x(k)")
"HPO&R)*' F,%-)**.()- $%)/.-.0H23MW6)78#+98 PJ<$ 111 1 $$2

b$#3' # Q2 B3 #$2"))G&"*2/G7$2"))GO/(/" #/(78&YAEC<RYSE"™) #0BE$%%SA0L

153~ #a&O0#4S$ #$0&/I&AS$"0/("/010 < Ly, Ly, < ocHD2133(/ 5S#YE8k > ko
HHAAHAAHHHHHHHHH A |l (k) || < L, = ||w(k)|| < Ly

13" #3' 80/, RB\C<YPHH

[G. Dohnal, I. Bukovsky, P. M. Benes, K. Ichiji and N. Homma (2020): Letter on Convergence of In-

Parameter-Linear Nonlinear Neural Architectures With Gradient Learnings. IEEE Transactions on
Neural Networks and Learning Systems]



Convergence of Neural Architectures

The bounded-input bounded-state (BIBS) stability concept is recently popular in
neural networks. We introduce the Bounded-input bounded-state stability (BIBS)

concept for weight convergence of a broad family of incremental gradient learning
IPLNAS.

We can show that the input-to-state stability (ISS) concept and BIBS stability generally
apply to the gradient learning algorithms and their many modi  bcations for IPLNAs.

Let us consider a IPLNAs system with time-variant state-space representation in the

form
w(k+1)= A(k) aw(k)+ B(k) au(k)

DePnition 2. The system isBIBS stableif there exist positive constants 0 <Ly, Lw<1 "#
such that the conditions W(Ko) = 0, [lu(k)||! Ly "k>ko  imply that
w1 Lw "k>ko

The system isBIBO stable if there exist constants 0 < Ly, Ly<1 , such that the above
condition implies that [[Y(K)[| ! Ly "k>ko

[ Z. Wang and D. Liu, OStability analysis for a class of systems: From model-based methods to data-driven
methods,O IEEE Trans. Ind. Electron., vol. 61, no. 11, pp. 6463D6471, Nov. 2014, doi: 10.1109/
TIE.2014.2308146. ] 36



Convergence of Neural Architectures

Theorem 1. Time-variant discrete-time weight-update IPLNAS system
w(k +1) = A(k) aw(k) + B (k) au(k)
IS BIBS stable if there exist constants Ly, Ma and Mg for which

kStIIO{IIU(k)II} =Lu<t, kStIIO{IIA(k)II} = Ma <1, kSEIO{IIB(k)II} = Mg <!

Recall the weight updates for IPLNAs using gradient descent learning rule result

n w(k+1)= 11 I(k)ag(x) ag(x)" aw (k) + ! (k) ay(k) ag(x)
Using notation A (k) = | 111 (k) &g(x) ag(x)’ u(k) = y(k) ag(x) we have
- ) - - )
k—ko k—1 k—i
wk+1) =|| [ | AG—j) |wko) + D_[| [JAK = j + 1) [BG)uG) + Bkuk).
CFO = A ~ izkﬂgjzl = Cxi1i =

Applying a norm and using the triangle inequality we obtain

k
Iw(k + DIl < 1Al - [wko) I+ D~ ICeill - IBG) - luG)]

i = L’n

[I. Bukovsky, G. Dohnal, P. M. Benes, K. Ichiji and N. Homma (2020): Letter on Convergence of In-
Parameter-Linear Nonlinear Neural Architectures With Gradient Learnings. IEEE Transactions on

Neural Networks and Learning Systems]
37



Convergence of Neural Architectures

Corollary: An IPLNA, for which there exists a constant 0 <g <1 such that

p(I-n(k)g(xk)g" (xk))<q
forallk >k ,I1s BIBS stable.

Recall that A(k) is a Hermitian matrix and therefore ||A(k)|| ! ! (A(k)!

Theorem 2: Time-variant discrete-time weight-update IPLNAsS systems with
IAM]! g<1, i>kg are ISS.

We had Wk + DIl = [|A]l - ||W(k0)||+Z||CA:|| B - l[u@)ll

Ox++ FHF i=k
CREFFFEE-
L {lw (ko) Il K ,
o flull
KL K!
(I.e.,! (X, k) is strictly increasing Iin x, I|m L (x,k)="1 1,0,k)=0 and decreasing to (

In k, k—o0, function " (x) is strictly i mcreasmg In x, I|m l(x)="1,1(0)=0)

38



Stability of learning entropy based detection
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Thank you for your attention



